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 Re: OODA Emerging and Innovative Tech Startups at RSA 2019 
 
 
Introduction: The annual RSA conference always provides good opportunities to meet 
new technology and services firms seeking to deliver value to the cybersecurity market. 
But with over 740 firms on the expo floor and many others at the event but not 
participating in the expo, it can be very hard to identify companies of interest.  
 
The OODA LLC team have refined their tech spotting methodologies via decades of 
experience in evaluating and using emerging technology and deep expertise in the 
cybersecurity space. Four of the OODA team were at RSAthis year: 
 

• Matt Devost (OODA CEO – Former CEO of FusionX and Accenture Global 
Cyber Defense Lead) 

• Bob Gourley (OODA CTO – Former CTO at the Defense Intelligence Agency) 
• Bob Flores (OODA Advisor – Former CTO at the Central Intelligence Agency) 
• Mike Tanji (OODA Advisor – Former co-founder of Carbon Black) 

 
Here is our team’s list of interesting and innovative companies you should be tracking. 
 
About The List: What we are going for with this list, is a succinct articulation of the 
unusual. We intentionally did not review some of the very exciting announcements by 
big industry players. We sought out firms addressing the market in unique ways or 
innovating in an existing market segment. In some cases we already knew the firm and 
are tracking new developments.  In other cases we spoke with leadership to form an 
assessment of their ability to execute.  
 
We categorized these by: 

• Infrastructure Layer 
• User Training/Behavior 
• Threat Intelligence 
• Risk Management 
• Data Security 
• Services 
• Open Source 

 
 
 



Infrastructure Layer: 
 

• ArecaBay: Enhanced protection of all APIs. Firm made up of tech leaders with 
proven past performance who have built a viable approach to mitigate API 
risks.  https://arecabay.com 
 

• Salt Security: Enhanced detection/prevention of API attacks. Leveraging ML to 
baseline then to look for attack patterns within APIs. https://salt.security 
 

• Axonius: Potential for dramatic improvement in asset management, the least 
sexy job in cybersecurity, but fundamental to good security and good IT 
management. https://axonius.com 

 
• Pixm: Providing phishing protection using computer vision. https://www.pixm.net 

 
• Hysolate: Software defined endpoints with built in isolation. 

https://www.hysolate.com 
 

• Sysdig: Container application security that allows for compliance and forensics. 
https://sysdig.com 

 
• K2 security: Hybrid cloud security to mitigate zero-day threats and attacker 

lateral movement after breach. https://k2io.com 
 

• Eclypsium: Enterprise grade automation to improve hardware security. 
https://eclypsium.com 

 
• Senseon: Autonomous detection and response using behavioral and biological-

style machine learning models. https://senseon.io 
 

• Sepio Systems: Rogue device mitigation with a special focus on IoT defense. 
https://sepio.systems 

 
• ShiftLeft: New approaches to code review to mitigate vulnerabilities. 

https://shiftleft.io 
 

• GlassWall: Stop malicious documents and files with deep file inspection, 
remediation, sanitization (aka Content Disarm and Reconstruction (CDR)). 
https://glasswallsolutions.com 

 
• Authentic8: A zero trust browser in the cloud for protecting privacy and helping 

mitigate info loss.  Also a great tool for research community.  
https://authentic8.com 
 

• Garrison: Competes with Authentic8 (and Menlo, Fireglass etc). Does hardware 
isolation between corporate network and the internet, specifically for browsing.  



 
• Perimeter 81: Impressive SDP capabilities that can make dramatic 

improvements in enterprise defense with a “network as a service” model.  
https://www.perimter81.com 
 

• Automox: Cloud based patch management. https://automox.com 
 

• Quantum Exchange: Leveraging quantum effects for faster and more secure 
communications. https://quantumxc.com 

 
• PFP: Prevent counterfeit tech and find unauthorized code on devices. 

https://www.pfpcyber.com/ 
 

• Armor Scientific: Combination of biometric and token for ID management and 
access control across all devices. http://www.armorsci.com 

 
• XTON: New approaches to privileged access management. https://xtontech.com 

User Training and Behavior: 
 

• Elevate Security: First security behavior platform. Using gamification and other 
unique approaches to make employees part of the security model. 
https://elevatesecurity.com 
 

• Secure Code Warrior: Gamification and in-line training for DevSecOps within 
enterprise teams.  See: https://securecodewarrior.com/ 

 

Threat Intelligence: 
 

• RiskIQ: Established player with great momentum and ability to integrate new 
companies like Passive Total into the overall enterprise risk offering.  
https://riskiq.com 

 
 

• Recorded Future: Another established player that has launched a third party 
risk assessment tool that is integrated with threat intelligence on their platform. 
https://recordedfuture.com 
 

Risk Management 
 

• Scythe: Dramatically improved automation for red teaming and blue team 
training.  https://www.scythe.io/ 

 



• FlexibleIR: Incident response runbooks and tools to help the team mitigate 
damage and speed recovery. https://flexibleir.com 

 
• Balbix: ML for architecture optimization and threat response and vulnerability 

mitigation/prioritization https://balbix.com 
 

• Atomic Corp:  Aggregates security data to provide visibility and improve 
compliance. https://atomiccorp.com 
 

• Jask:  Jask is providing pre-processing and contextualization using ML before 
your logs hit your SIEM. 
 

• Counterflow AI:  Steaming analytics and ML at enterprise line speed for threat 
detection and hunting.  https://www.counterflow.ai/ 
 

 

Data Security: 
 

• Duality Technologies: Secure collaboration platform using homomorphic 
encryption approaches to ensure data is protected.  https://duality.cloud/ 

 
• EnVeil: First to market with homomorphic encryption capabilities with real world 

use cases. https://www.enveil.com/ 
 

• Inpher: Homomorphic encryption which still allows for a ML layer. 
https://www.inpher.io/ 

 
• Baffle: Unique “homomorphic-like” encryption. https://baffle.io/ 

 
• MTG: Developing and fielding post-quantum cryptography. https://mtg.de 

 
• QuintessenceLabs: Generate encryption keys from quantum effects. 

https://quentessencelabs.com 
 

Services 
 

• Crypsis: Incredible momentum in the market delivering incident response and 
forensics in ways disruptive to more established players.  
https://www.crypsisgroup.com/ 

 
• Nisos: Nation-state level skills applied to defense of the enterprise. 

https://www.nisos.com/ 



Open Source 
 

• Chidra: This is not a company but worth tracking like one. It is a tool open 
sourced by NSA that will help security researchers conduct software reverse 
engineering. This is a technical discipline that can help defenders learn how 
malware works, for example, and therefore build better defenses. It can also help 
red teamers examine malware and design exploits that are less harmful but test 
systems well. For more see: https://ghidra-sre.org 

 
 
Please let us know if you would like more insights on any of these technologies or if you 
would like introductions to the leadership of these firms.  
 
 
Very Truly Yours,  
 

 
 
Bob Gourley 
Co-Founder and CTO 
OODA LLC 
bob@ooda.com 
 
 
Disclaimer: OODA’s principles and analysts, including contributors to this article, have 
financial interests in many companies, including several we write about here. This 
includes: PFP, Elevate, Recorded Future, Scythe, and Balbix. 
 
 


