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PURPOSES AND OBJECTIVES 

In the wake of the terrorist attacks of September 11, 2001, government policy-makers, members of the private sector and experts in security and terrorism have begun discussions about improving the security of our nation’s energy infrastructure.  Pursuant to these discussions, Bracewell & Patterson, L.L.P. developed this review of the potential vulnerabilities of this industry sector and the corresponding recommendations for forward-looking actions to address these threats.

This report represents an analysis of current security concerns viewed through the lens of developing appropriate public policy.  While Bracewell & Patterson, L.L.P. is available for consultation on specific cases, this report does not constitute legal advice.

Additionally, this report is not intended to be a comprehensive review of security issues.  Nor does it offer a comprehensive review of the security at any individual facility.  Further, this report does not examine the larger national security ramifications of foreign energy dependence. Specific examples referred to within the report are illustrative; they do not represent any specific conclusion or recommendation with respect to any specific facility.  Additionally, the recommendations provided by this report are not exhaustive or exclusive.  We are aware that both the government and the private sector are undertaking extensive efforts to counter these threats.  This report provides a snapshot in time and is without prejudice to those ongoing efforts.

In that context, the purposes of this report are to:

· provide a broad overview of the nature of the terrorist threat to our nation’s energy infrastructure; and, 
· offer general recommendations for responses to this threat.
SUMMARY

There are reports that during the weekend of October 26th, 2001, police in the Midwest stopped and later released six suspicious men.  The men were of Middle Eastern origin.
  They had in their possession photographs of the Trans-Alaska pipeline and undisclosed nuclear power plant in Florida.  Similarly, it is reported that on November 5, 2001, a guard repelled a group of men who were attempting to penetrate a West Virginia nuclear power plant.
  The incident in West Virginia comes on the heels of reports that in the vicinity of this same plant a boat has been masquerading as a U.S. Coast Guard patrol boat.  While these unconfirmed reports are still being investigated, without question they drive home the potential terrorist threat to America’s energy infrastructure. 

Energy is the lifeblood of American society.  Without energy our factories shut down, workers are laid off, fighter jets are grounded, cars grind to a halt, communications systems (ranging from television to radio to the Internet) fade to black, and our homes go dark. The steady and uninterrupted flow of power to our nation is vital to our national security and our economic prosperity.

America’s energy infrastructure is, as a whole, highly vulnerable to asymmetrical terrorist threats.  

For the bulk of the infrastructure, the level of vulnerability or risk may be acceptable.  Most pipelines and transmission facilities can be repaired within a fairly short period, though sometimes at great expense.  By and large, energy resources are highly fungible and easily replaced on world markets.  Moreover, from a practical perspective there simply is no way to effectively guard every inch of tens of thousands of miles of pipeline and transmission line.

However, certain critical components of our nation’s energy infrastructure are at much greater risk to terrorism.  Attacks on these components could cause serious disruptions locally, regionally, or perhaps, depending on the nature of the assault, even nationally.  Such an attack would also have serious domino effects across the American economy.  And, depending on how such an attack was carried out, it could also cause widespread human suffering and extensive environmental damage.  With respect to these critical components of our energy infrastructure the existing risks are unacceptable.  Efforts to better protect this infrastructure should be a real priority.

On September 11th, 2001, terrorists used the machinery of our economic prosperity and the openness of our democracy to attack American society.  These opening blows of the first war of this new era mark a fundamental shift.  The frontlines of this struggle are not military units and installations; they are civilian companies, private buildings, civil aviation and the general population/public.  Preparing a military for war is a major endeavor.  Preparing the American people and civilian infrastructure to combat the threat of domestic terrorism is a far broader, and in many ways more complicated challenge.

Since the attacks of September 11th, there have been reports of threats against our energy infrastructure, including one deemed a credible threat by law enforcement against the nuclear power plant at Three Mile Island.  In addition, there are reports that other, as yet unfound, potential terrorists have obtained licenses that would allow them to drive trucks carrying hazardous materials, such as gasoline and other fuels. Given that terrorists have already shown the ability to turn our economic infrastructure into weapons to be used against the American people, we should take the threat of energy infrastructure terrorism seriously.  The public and private sectors must take additional steps to harden this infrastructure from any such threats.

The steps needed to address security concerns are real, substantial and broad-based.  Even though all energy facilities have substantial security programs in place, many basic changes must take place in the private sector.  Beyond pure patriotism, energy companies have a substantial business interest in adequately securing the machinery and personnel they require to carry out operations.  In addition, prudent companies will also take such steps to reduce their liabilities.  Some of these steps are relatively simple and low-cost, such as better-trained guards and tighter operational security for sensitive information.

However, with respect to presently vulnerable, critical facilities, the demands of real security go far beyond simply adding more minimum-wage security guards and local police patrols.  Rather, we are talking about deployment of remote sensing and surveillance technologies; Air National Guard combat air patrols; National Guard units specifically trained to help respond to attacks on energy facilities; secure intelligence sharing to prevent attacks; and, Coast Guard assets to secure offshore facilities, ports and territorial waters.  

Over the long-term, the public and private sector must work together to inculcate security considerations into the operations of this critical industrial sector—from how energy facilities are built to what public information we require these facilities to provide.  Such a process must be akin to the manner in which the corporate sector has internalized environmental planning over the past three decades—but more so.

Most importantly, to be effective, such efforts must be based on more than a series of under- or un-funded regulatory burdens imposed upon the private sector.  In order for the energy sector and others to adequately confront this threat, they will need substantial help from the federal government.  No one can reasonably expect any one company or set of companies to be able to secure a major U.S. port or guard a nuclear facility from an air assault.  Nor can we expect these private actors to be able to build the necessary infrastructure redundancies into these systems without the active support of the government.

Part I discusses the nature of the threat.  Part II provides recommendations for responses from the public and private sectors.

I.
THE NATURE OF THE TERRORIST THREAT TO AMERICA’S ENERGY INFRASTRUCTURE

Energy infrastructure has historically been a first-order target for both wartime and asymmetrical threats.  During the Gulf War alone, Iraqi troops destroyed 789 individual Kuwaiti oil wells (over 80 percent of Kuwait’s operating oil wells), which, in turn ignited massive oil fires and caused widespread offshore spills.  

Internationally, across all forms of conflicts,
 attacks and threats against pipelines, refineries, and oil exploration facilities are not uncommon.  Colombia’s second largest oil export pipeline (Cano Limon-Covenas) was bombed over 100 times during the first half of 2001 by narco-guerillas.  These same groups have also attacked the Transandino and Ocensa pipelines, as well as power transmission infrastructure assets.  Attacks by Angolan UNITA rebels on oil operations in the Soyo fields forced operations to close down between 1993 and 1995.  In 2000, attacks at Nigerian oil facilities cost that nation $4 billion in revenues. Also in 2000, Sudanese rebels sabotaged Sudan’s primary oil pipeline three times in just a nine-month period. The Tamil Tigers have reportedly planned attacks against tanker ships.

That terrorist attacks of this sort have yet to occur on a widespread basis domestically should be of little comfort.  We are aware of terrorist threats that have been directed at America’s energy infrastructure.  Immediately following the World Trade Center and Pentagon attacks, authorities at the Trans-Alaska Pipeline spotted a suspicious helicopter of unknown origin flying over the pipeline and concerns were also raised about the intentions of an inbound Korean Airlines jet.  Prudently, the Coast Guard ordered the port closed and tankers out to sea.  On October 15, 2000, there was a credible threat to the nuclear power plant at Three Mile Island.  Moreover, according to the President’s Commission on Critical Infrastructure Protection, “[m]ore than a thousand reported incidents directed against the US energy system have been documented by the [Department of Energy] over the last 15 years; some involved outages and significant damage.”

These potential threats must be taken seriously.  Many terrorist organizations have inter-relationships that range from training and technical assistance to financial support and the provision of armaments.  Similar arrangements also exist between these terrorist organizations and state sponsors of terror, as well as with rebel groups, drug cartels and other criminal organizations.  In essence, the triangle trade of the 1800’s has been replaced with a modern-day black market box exchanging guns and weapons, drugs, money and violence. 

Particularly troubling for the energy sector is the growing body of intelligence linking Iraq to the Al Qaeda terror network.  A declassified CIA analysis of the damage to Kuwaiti oil fields during the Gulf War determined that:  

INDEED, IRAQ WENT TO GREAT LENGTHS TO ENSURE THAT THE SABOTAGE WAS SUCCESSFUL.  ACCORDING TO [deletion] BAGHDAD ISSUED DETAILED INSTRUCTIONS TO OILFIELD ENGINEERS DISPATCHED TO KUWAIT DURING THE OCCUPATION ON HOW TO PLACE EXPLOSIVES ON THE WELLHEAD AND HOW TO HOOK UP THE DETONATION CORD SO THAT A GROUP OF WELLS WOULD SIMULTANEOUSLY EXPLODE.  THE [deletion] INDICATE THAT THE IRAQIS EXPERIMENTED MONTHS BEFOREHAND BY BLOWING UP WELL MOCKUPS IN IRAQ.

Based on these relationships, we should surmise that any terrorist enemy of the United States has full access to the tools and information necessary to put our nation’s energy infrastructure at risk.

Moreover, these threats should be considered in light of the potential human and economic damage that such a terrorist attack could inflict.  Depending on the nature of the attack, an energy infrastructure attack in an urban area could expose from hundreds to even hundreds of thousands of people to serious harm, ranging from radiation to toxic clouds to massive explosions. 

With respect to the economic consequences, the Silicon Valley Manufacturing Group has estimated that its 200 localized member companies alone lost over $100 million because of a single day’s rolling blackout in June of 2000.
    Fontana-based California Steel Industries estimates it lost $2.5 million in a single day after its interruptible power was cut off twice for a total of about 12 hours.
  Similarly, a study by the California Alliance for Energy & Economic Security on the potential impacts of widespread rolling blackouts on California’s economy placed the damage of even such limited outages at $21.8 billion in lost productivity, $4.6 billion in reduced household income, and more than 135,000 jobs.  A well-designed terrorist attack, hitting several energy facilities at once, has the potential of causing entire regional power grids to fail, with damages exceeding these estimates by orders of magnitude.  

The serious potential for an attack producing widespread impacts here is real.  For example, in reviewing the vulnerabilities of this sector, the 1997 report of the President’s Commission on Critical Infrastructure Protection set the limit for their review of vulnerabilities to attacks that could result in 500,000 people affected for at least 12 hours.
  Even with this high standard this report highlighted a significant number of vulnerabilities.

Pipelines:

According to the General Accounting Office, “[t]here are no overall federal security requirements, including performance of a vulnerability assessment, for the [Trans-Alaska pipeline] or any other pipeline.”
  This vulnerability has been well known for some time.  The 1997 report of the President’s Commission on Critical Infrastructure Protection emphasized that: “The significant increase in the proportion of oil transported via pipelines over the last decade provides a huge, attractive, and largely unprotected target array for saboteurs.”
  

In October 2001, a single gunshot from a high-powered rifle caused more than 285,600 gallons (or 6,800 barrels) of crude oil to spill from the Trans-Alaska pipeline and shut the pipeline down for three and a half days.
  This single act of random vandalism demonstrates the near total, continuing vulnerability of much of our oil and gas distribution system to terrorist attack.

The United States relies upon tens of thousands miles of oil and gas pipelines to meet our energy needs.  Domestic interstate natural gas pipelines alone total more than 19,000 miles.  For vast stretches, these pipelines are largely unsecured and traverse desolate areas—areas where terrorists could act with a high measure of impunity.  “Elements of the pipeline system that could be targeted include lines at river crossings, interconnects, valves, pumps and compressors.”
  

Perhaps the most vulnerable of these pipelines is the Trans-Alaska Pipeline.  This critical pipeline carries approximately 1 million barrels of crude per day.  Roughly half, or 400 miles, of the Trans-Alaska pipeline is located above ground in unpopulated areas.  

Pursuant to Executive Order 12656, the Department of Defense has listed the Trans-Alaska Pipeline for the purposes of the Key Assets Protection Program.  This Executive Order requires agencies to identify essential assets and to ensure their protection from attack.  Subsequent to this designation, vulnerability studies of the pipeline’s susceptibility to terrorism or other attack were conducted both by the Department of Defense and the pipeline’s owner/operator, Alyeska.  Steps have been taken to provide basic security at key areas of the pipeline, and the private sector operators conduct some aerial and ground surveillance of its length.
  The United States military has also made preparations to respond to an attack on the pipeline, including operation “Brimfrost,” which was a winter exercise to practice deployment of forces to protect the pipeline.  We also understand that the FBI has a plan in place to protect the pipeline from attack.
  And, additional steps were taken during Operations Desert Shield and Desert Storm to prepare for such an attack.  

More has been done to protect the Trans-Alaska Pipeline than any other domestic pipeline.  In general, many pipeline security systems are largely reactive in nature—once an attack has occurred, there are plans to secure the pipeline from further attack.  This is in sharp relief to a proactive approach aimed at prevention by deterrence and detection.  In fact, despite all the steps taken to secure the Trans-Alaska Pipeline, some security officials stress that “it is impossible to completely secure 800 miles of pipeline and related facilities from a determined attack of trained terrorists.”

While technologies are in place to limit the extent of potential spills from an attack, a well thought out attack may defeat even these systems.  For example, the Trans-Alaska pipeline is equipped with just such a spill prevention system.  However, through little more than happenstance, the small number of gun shots that caused the 285,600 gallon spill struck in such a manner as to essentially trick the system into believing no such problem existed.  

Further, even if a spill is controlled, an attack that causes a major pipeline breach could take important distribution assets offline for days.  Depending upon the particular pipeline that is breached, even a single attack could cause a regional—or even national—power shortage that could have a serious impact on the economy.  Alaskan oil transported via this single pipeline accounts for roughly 20 percent of the nation’s crude oil production.  California alone relies on Alaska for approximately 45 percent of its crude oil needs.  

If this flow was staunched, replacement sources could be found.  However, finding alternative supplies could take time and impose substantial costs.  Further, the use of alternative supplies would likely have a significant impact on energy prices, particularly during the high stress transition period, which would also have serious economic repercussions.   

For these reasons, a substantial attack on this pipeline, which could take the pipeline offline for days, weeks or months, would have a major impact on the United States’ economy and our energy security.

Similar problems exist with respect to natural gas pipelines.  Each day, California consumes approximately 5.7 billion cubic feet of natural gas.  Eighty-five percent of that gas is obtained from out-of-state sources.  This natural gas is piped over long distances to California from supply basins in the Rocky Mountains, the Southwest and Canada.  All of these natural gas imports travel to the state via just four pipelines: the PacificGas Transmission-Northwest, the Kern River, the El Paso and the Transwestern pipelines.  Conceptually any physical structure crossing vast distances would be difficult to defend.  The impact of taking any one of these pipelines offline, of course, would be significant.

Moreover, if terrorists launched a coordinated series of pipeline attacks—as opposed to a single uncoordinated attack on one pipeline—the effect could cripple America’s energy distribution infrastructure.  The economic impacts of such a coordinated assault could be devastating.  Today’s terrorists have shown that they are capable of such a multi-faceted, coordinated attack across regions of the United States.   

Taking all these factors into account, the risk of terrorism along most stretches of American pipelines is relatively low.  Large amounts of these pipelines are underground, making them less vulnerable to attack.  Most pipelines are also relatively easy to repair over the short term.  In many cases, alternative routes are also available to move sufficient amounts of product around the site of a terrorist attack so as to prevent major disruptions.  For these reasons, efforts to secure these facilities should focus on high-risk pipelines and high-risk components of pipelines (e.g., compressor and pumping stations).

Power Transmission Facilities:

The nation’s electrical supply is dependent upon more than 200,000 miles of transmission lines.  The overwhelming majority of these lines have no real, effective physical security.  However, for the most part these lines are easily replaced or breaches are easily routed around.  Further, an attack on the average transmission line would create little more than a short-term nuisance.  For these reasons, the vast majority of these lines likely do not present themselves as a significant terrorist target.

Still, the nation’s bulk power grid
 (which is actually made up of a series of inter-connected regional grids) is vulnerable.  The 1997 Report of the President’s Commission on Critical Infrastructure Protection stressed that: “The most significant physical vulnerabilities appear to be related to substations . . .”

However, a newer, and perhaps more significant vulnerability seems to be the bottlenecks and inter-connections that now hamstring the flow of power across the United States.  Today’s power grids were not built with today’s freewheeling electrical markets in mind.  Because of this the grid is already over-stressed and fragile.  These factors make certain critical segments of the power grid extremely vulnerable, prime targets.
California’s “Path 15” has received extensive attention with respect to the recent power shortages in that state.  Path 15 is an 84-mile stretch consisting of two electrical transmission lines in the Central Valley connecting Southern California with Northern California. Path 15 is essential to the flow of power within the state and also allows for the movement of large amounts of electrical imports into the state.  Path 15’s capacity is already insufficient to carry the necessary electricity load, especially during peak hours.  If the two lines that make up Path 15 were destroyed by a terrorist attack, we could expect to see widespread power shortages and blackouts across sections of the state of California.  Such blackouts would cause serious damage to the California economy. Moreover, such an attack would likely have a domino effect across the state, and potentially national, energy infrastructure.  Further, a more widespread attack, for example, taking out Path 15 along with any of the other major electrical transmission chokepoints (such as the Intermountain DC tie, the Pacific DC Intertie, the Pacific AC Intertie, the Desert Southwest Interties, or the Mexico ties) could conceivably take down the entire California power grid.
   While the immediate impact would be serious, the ultimate threat is highly dependent upon the speed with which assaults of this sort can be addressed and repaired.

The federal government and certain private companies have reached an agreement to construct a $300 million transmission line in Central California to help relieve this bottleneck.  However, the current plan is for this project to begin in the spring of 2003, with a best-case completion date of summer 2004.  Additionally, it is unclear to us what extent the line will be constructed with the important secondary purpose of thwarting terrorism (e.g., will the new line run adjacent to the existing lines, making it equally vulnerable to a single act of terror?).  Because of the difficulty in obtaining right of way to construct transmission lines, it is common for new lines to piggyback on the existing right of way paths.  Running more lines adjacent to the old lines, down the same path does little to deter terrorism.

Other existing bottlenecks could also be critical terrorist targets. For example, the primary transmission line linking Minneapolis and Chicago through central Wisconsin is frequently overwhelmed.  In August of 2001, Jose Delgado, president of American Transmission Co., the line's operator, told the Washington Post that “if [this] line failed now, as happened once in 1998, the sudden disruption to the surrounding multi-state network would be very hard to control.”  Similarly, the flow of electricity from the Great Lakes region across the grid and into the Deep South has experienced problems moving through the Midwest and the Tennessee Valley Authority’s power lines.

Even within this much smaller universe of power transmission lines that are critical to regional or even national energy supplies, security remains inadequate.  For example, Lieberman Otis, General Counsel of the Department of Energy, recently stated that the number of unarmed, non-law enforcement “security specialists” charged with guarding the Bonneville Power Authorities 15,000 circuit miles of high-voltage transmission lines in eight states was “very small in number.”

Maritime Transportation:

In 2000, terrorists armed with little more than a skiff and simple explosives blew a gaping hole in the armor of the USS Cole, crippling and nearly sinking this heavily armed warship.  Despite advances in safety, oil tankers are simply not designed to withstand even a rudimentary terrorist attack.  A similar assault upon an oil tanker in a major U.S. port could have devastating consequences.

A large oil tanker carries at full load upwards of 38 million gallons of crude oil.  If such a vessel were to suffer a major terrorist attack sufficient to compromise the integrity of the ship and cause the loss of the bulk of its cargo, the environmental impacts would be devastating. (By way of comparison, the Exxon-Valdez spill is estimated at 11 million gallons.)  Even smaller “shuttle” type tankers can carry 500,000 or more gallons of oil.  The complete loss of such a shuttle tanker in a major port under the worst-case circumstances would similarly wreak significant havoc.  While tanker fleets servicing the United States have clearly implemented numerous controls pursuant to the Oil Pollution Act of 1990, these controls were, for the most part, not implemented as a response to intentional acts of terror.

The volume of maritime oil transport is such that there are ample targets for a terrorist seeking to do harm.  For example, according to National Oceanographic and Atmospheric Administration (NOAA), more than 750 fuel tankers pass under the Golden Gate Bridge each year en route to the seven major shipping ports, oil refineries and petroleum-blending facilities located in the San Francisco Bay area.

The risks here run far beyond the substantial environmental harms that such a terrorist attack could inflict.  An attack on a major tanker in port could close operations at the port for days or weeks.  The closure, for example, of the Port of Los Angeles, through which the bulk of California’s crude oil passes, would create an immediate energy shortage of crisis proportions.  Moreover, beyond the pure energy impacts, closing a major port, such as Miami, Houston or Los Angeles, would have a serious ripple effect throughout the regional and national economies—factories would run short of components and raw materials, manufacturing jobs would be lost, and product inventories of all types would be frozen in place undelivered.  For example, the Port of Houston is ranked first in the United States in foreign waterborne commerce, second in total tonnage, and eighth in the world.
 Approximately 175 million tons of cargo moved through the Port of Houston in 2000.
  The latest figures (1997) show the port generates $7.7 billion dollars in business revenues annually, and supports 204,520 jobs in Texas and another 436,500 nationwide.

The 2000 Report of the Inter-Agency Commission on Crime and Security in U.S. Seaports examined the counter-terrorism preparedness of 12 major U.S. ports.  Among the Commission’s findings were:

· Only one-third of the ports had adequately staffed, fully trained and properly equipped security staffs (meaning basic policing as opposed to specific counter-terrorism capabilities).

· Three-quarters of the ports provided no seaside security measures.  Of the one-quarter providing some seaside security, one port provided just lighting and the other two provided minimal live surveillance.

· Only one port had secure communications interoperability for port and law enforcement personnel.

· SWAT team response times for half of the ports were in excess of 30 minutes.  Pollution response team response times at half the ports were between 15 and 45 plus minutes.

· All but one of the ports reviewed were in immediate proximity to population centers of over 100,000 people.  (The sole exception was in immediate proximity to a population center of between 50,000 and 100,000).

Additionally, while some attention has focused on the issues of port security, this attention has been generally limited to coastline facilities.  Our energy infrastructure also relies heavily on so called offshore ports that serve as transfer facilities.  For example, the Louisiana Offshore Oil Port (LOOP), which is located about 18 miles off the coast of Lafourche Parish, unloads 1 million barrels of foreign crude per day or roughly 15 percent of the nation's daily imported total. On a positive note, we understand that the facility has a counter-terrorism plan, which it has activated and that U.S. Coast Guard vessels are patrolling and conducting surveillance for the facility.  Cutting crude supplies to the LOOP would, in short order, stand down the bulk of Gulf Coast refining and end the flow of fuel from this region to the nation.

Similarly, the Liquid Natural Gas (LNG) facility at the Port of Boston could be a vulnerable target.  For this reason, LNG facilities routinely engage in a high degree of security and safety planning.  In 2000, the Boston facility received approximately 10 million cubic meters of LNG.
  Most LNG ships calling at the Port of Boston in 2001 “were of the 125000 cu. M. size—some deliveries have been made with both smaller and larger ships . . . .
  The overwhelming majority of these calls were made by ships under foreign flags.

Natural gas is highly explosive.  For this reason a range of security measures are in place to prevent an accident during the transfer of LNG at the Port of Boston.  Tankers are required to have double hulls, shipments only proceed during daylight and good weather, planes are rerouted from Logan Airport and standoff distances are maintained to limit the chance of a crash.
  However, even these measures may be inadequate to protect against a determined terrorist.  Recognizing these risks, immediately following the September 11 attacks, operations at the Boston facility were shut down. 

In addition to maritime facilities, other general maritime transportation bottlenecks also are vulnerable to terrorism.  For example, domestically both the Saint Lawrence Seaway and the Great Lakes are major transit routes for products and raw materials, including within the energy sector.  Similarly, at the international level, large amounts of petroleum products transit by tanker through the Panama Canal.  Of the cargo that passes through these chokepoints, energy products are among the most likely types of shipments to be targeted by terrorists.  An attack on a tanker at any one of these bottlenecks would have tremendous consequences both for the energy industry and the general movement of goods.

In the wake of the 9-11 terror attacks, the Coast Guard has taken a range of steps to better secure maritime transportation.  In essence, the Coast Guard’s primary mission orientation has changed from search and rescue and fisheries management to homeland protection.  Coast Guard Captains of Ports maintain counter-terrorism plans, which are now being followed.  The Coast Guard has shifted a greater percentage of its fleet to protecting our domestic waters.  Traditionally, the USCG devotes ten percent of its fleet to this mission; approximately two-thirds of its on-station fleet is presently engaged in this vital task. It has also promulgated a temporary final rule expanding the requirements for advance notice of arrival and departure to the Coast Guard before port calls.  The reporting requirements for advance notice have also been expanded to encompass a broader range of vessels, such as those operating on fixed schedules and internationally on the Great Lakes.  Special rules apply now to vessels with certain types of dangerous cargo.  Moreover, the nature of the advance notice information has been expanded.  The Coast Guard has also put in place security zones at all U.S. ports.  Each Coast Guard Captain of the Port may take any other steps he or she deems necessary for security.  In addition to these federal standards, a variety of state and local authorities have taken further steps to protect individual ports. All this comes at a substantial cost: approximately $1 million per day.

In terms of protecting critical infrastructure, the USCG has moved perhaps the most expeditiously of any federal agency to increase security for the relevant industrial sector.  However, for the long-term many of these protections exist only on paper—the Coast Guard, for the most part, lacks the capacity to enforce these requirements in the face of an organized terrorist threat.  The bravery and dedication of the men and women of the Coast Guard notwithstanding, the USCG fleet is limited in number, antiquated and lacks the technology required to effectively protect shipping generally against terrorism.  

Most importantly, the added requirements to patrol in depth our nation’s territorial waters are already over-taxing the USCG’s assets. The Commandant of the Coast Guard has informed the Congress that given the USCG’s budget, force structure and fleet, that this heightened op-tempo “is not sustainable.” 
 The demands of added port security have already caused the Coast Guard to transfer assets from its other duties.  Admiral Loy recently testified before a Senate panel that: 

I am not about to sit here today and remotely infer that we’ve got a handle on this, that the maritime component of this national security package is OK.  It is not . . . . Do we have adequate inventory . . . . No we do not.

Additionally, most federal and state laws and regulations pertaining to the tanker trade do not have applicable counter-terrorism requirements.  Our extensive federal safety standards did not factor in a terrorist attack.  For this reason, for example, there are no standard watch requirements, or requirements for background checks of crews.  

Nor do the tanker design standards set by these laws and rules address the risks of a terrorist attack.  While we are still in the transition period under the Oil Pollution Act, the majority of today’s tanker fleet continues to be single hulled vessels.  In the case of these vessels, a mere 0.78 of an inch
 stands in the way of a terrorist seeking to sink a tanker.  Moreover, against a well-armed terrorist, even a double hull would do little to prevent wholesale damage.  Double-hulled tankers remain vulnerable to piercing with large objects or great force in even routine collisions and groundings.
  In fact, there is the potential that a double-hulled design could actually contribute to more extensive damage in the face of such an attack.

Similarly, state laws do not factor in terrorism.  Under Texas state law, operators of maritime tankers carrying over 10,000 gallons of oil are responsible for having vessel response plans and taking certain steps to limit the potential environmental harms of an oil spill.  However, none of these requirements—neither those pertaining to prevention nor mitigation—deal directly with the special threat of terrorism.  In the State of Alaska, a security guard is required to give each ship’s captain a Breathalyzer test; however, there are no requirements for basic security to protect the vessel against an attack.

Energy Exploration Facilities:

Attacks on energy exploration facilities are nothing new.  During the Persian Gulf War from the fall of late 1990 to early 1991, Iraq embarked on a systematic destruction of Kuwait's oil industry.  Iraqi forces set fire to 789 individual Kuwaiti oil wells--over 80 percent of Kuwait’s operating oil wells.  The attendant results were catastrophic both from an economic and ecological standpoint.  Kuwait's economy suffered a precipitous drop in export revenues immediately after the Gulf War, due to the inability to make up the production differences from the damaged oil wells.  The ecological landscape of Kuwait and the Persian Gulf was irrevocably damaged due to the destruction unleashed by the burning oil wells, and it may be generations before the Kuwaiti environment is restored to its pre-war status.  

In September 1995, Kuwait submitted a $385 million environmental damage claim against Iraq to the United Nations.  In direct damage costs, Kuwait calculates that it suffered $170 billion in losses, a figure that could rise as high as $700 billion.  In order to pay for reconstruction costs while Kuwait suffered a precipitous decline in oil revenues from August 1990 to early 1992, Kuwait amassed an enormous $70 billion dollar debt, an almost tenfold increase from its prewar debt of $8 billion. 

There is potential for serious harm if an attack was made against a domestic oil rig.  Iraqi attacks against offshore Kuwaiti rigs produced an oil spill of between 24 and 60 million gallons, stretching roughly 125 kilometers long and 5 to 25 kilometers wide.  (By way of comparison, the Exxon-Valdez spill totaled 11 million gallons.)  Additionally, large-scale attacks could have significant health consequences including morbidity and mortality.  According to one declassified CIA analysis of the massive Kuwaiti damage, roughly 25 percent of the people in the areas immediately surrounding the oil fields were expected to require medical help and 2 percent of these populations were expected to die.
  

The danger of major damage from a terrorist attack to a U.S. oil exploration facility is, however, much less significant.  While the United States has large numbers of oil exploration facilities,
 these facilities produce substantially less oil than do their Kuwaiti counterparts.  Moreover, to reach these levels of harm the Iraqi forces destroyed almost the entire energy infrastructure of Kuwait
—a feat no terrorist could pull off in the United States.  And, crude oil is fungible; other sources could be found to replace lost production.  Moreover, the redundancies here (i.e., the large numbers of U.S. wells) also serve to diminish the impact any such attack could have. 

These factors notwithstanding, a well thought out attack against the right well could produce a significant environmental hazard.  For example, an attack on a well or wells off the Louisiana Coast could produce a fairly significant spill that could do extensive harm to the area.  Still, even this scenario would appear to pose low risk to human populations. 

Refining and Processing Facilities:

Oil refineries and gas processing facilities in the United States could also be potential targets of a terrorist attack.  

As of January 1, 2001, the United States had 21.8 billion barrels of proven oil reserves, the twelfth highest in the world.  These reserves are concentrated overwhelmingly (over 80 percent) in four states:  Texas (25 percent), Alaska (24 percent), California (21 percent), and Louisiana (14 percent).  During 2000, the United States produced around 8.1 million barrels per day of oil, of which 5.83 million barrels per day was crude oil and the remainder natural gas liquids and other liquids.

The combination of large numbers of these facilities spread across the nation, but generally co-located, provides terrorists with sets of multiple targets in concentrated areas.  For example, Louisiana has 19 refineries, mostly located along the Mississippi River and refines 2.76 million barrels per day, or 16.7 percent of the nation’s refining capacity.  Other major facilities are located in Texas and California.  Texas has 26 facilities that refine about 4.3 million barrels per day, while California’s 21 sites refine about 1.9 million barrels per day.  According to the President’s Commission on Critical Infrastructure Protection “[t]he large refineries (greater than 250,000 barrel capacity) in California, Texas, and Louisiana would be attractive targets for physical or cyber attack.”

Security at these facilities, even during this period of heightened readiness, is very basic—such as access controls, guards, gates and towers.  These facilities have shown themselves vulnerable to penetration by terrorists.  A team from a Houston, Texas, news outlet recently tested these security systems by trying to gain unauthorized access to refineries and was successful.

The primary concern with respect to oil refineries is that a terrorist attack could turn the facility itself into a weapon of mass destruction.  A terrorist attack on a refining or processing facility would most likely be intended to produce a release of a hazardous chemical into the environment, which would then impact surrounding areas—much like a chemical weapon attack.  Alternatively, such an attack could seek to produce a blast effect.

Further, if a terrorist attack was directed at one of the limited number of refineries that produces fuels required for military operations, such as jet fuels, such an attack could also have a negative impact on our military’s overall readiness to conduct operations.  This is not to suggest that such an attack on, for example, a jet fuel production facility, would ground operations in the Afghani theater; rather, such an attack could more likely cut into our strategic reserves and force a downsizing of other military operations elsewhere.

With respect to civilian populations, the most vulnerable component of an oil refining operation isn’t the fuel product itself, but rather the materials needed in the manufacturing processes.  The refining raw material that is of greatest concern here is Hydroflouric (HF) acid.
  Refineries use HF in the process of “alkylation,” which is increasingly necessary in the production of today’s high-performance and high-quality gasoline.
 

In addition to HF, a variety of other chemicals used in refining and processing processes also present risks for terrorist attacks.  For example, the publicly available worst-case scenarios for a variety of refineries discuss serious health impacts from large-scale releases of anhydrous ammonia.  (Anhydrous ammonia is explosive when mixed with air and can cause severe burns to the skin, eyes and respiratory tracts.
)  Releases of anhydrous ammonia, viewed in reference to certain worst case scenario planning, could pose threats to surrounding areas, including civilian populations, schools, shopping centers, hospitals and wildlife areas.

While federal regulations require facilities utilizing HF, anhydrous ammonia and other hazardous chemicals to undertake a series of important safety measures (such as venting and scrubbing), these measures are almost exclusively intended to prevent and respond to accidental releases caused by human or mechanical error.  Counter-terrorism simply was not the purpose of the laws and rules in place today that drive these safety programs.  Because of this important but narrow environmental orientation, these safety measures do not generally focus on the types of precautions and deterrents necessary to thwart or mitigate a terrorist attack.

Power Generation Facilities:

Power generation facilities, ranging from co-generation to coal powered plants, all present potential targets for terrorists.  

Moreover, depending upon the fuel stock that is used to fire these facilities, an attack on such a power generating plant could also produce a serious blast or chemical plume that could endanger nearby populations.  Large numbers of such facilities, such as natural gas fired electrical generating plants, are located in close proximity to urban centers.  Other facilities may be more remotely located but still could be used to attack civilian populations within the area of impact.  These two classes of facilities present great risk for a terrorist attack.  

One group of power generation facilities requires special consideration: dams. Not only do attacks on dams offer terrorists the ability to disrupt power generation, they also expose downstream populations to the risk of harm from the accompanying water surge.  While many dams are located in rural areas and would not present great risks to human populations, other dams do pose serious downstream risks if their integrity is breached.

Security at power generation facilities is typically rudimentary.  Additionally, unlike nuclear plants, these facilities are not designed to withstand a terrorist attack.  The design of these facilities, coupled with security intended not for sophisticated terrorists but vandals and thieves, leaves many of these plants vulnerable.

Land Transportation: 

Each year, millions of tons of hazardous energy raw materials, component products and finished energy products move via land transportation.  According to the most recent data available, in 1997, more than 5.7 million tons of anhydrous ammonia was shipped by truck and an additional 2.7 million tons was shipped by rail across the nation.
  During this same one-year period approximately 21 million tons and 3.5 million tons of petroleum gases were shipped respectively by truck and rail.
  On an annual basis, the United States ships 6.6 million tons of aviation fuel by truck, and an additional 1.1 million tons by rail.
  Land transportation also serves as the mode of transportation for the movement of nuclear fuels and wastes.

By law and regulation, the most dangerous of these shipments move along generally fixed paths and on set schedules.  And, because of the public processes by which these routes and times are fixed, the geographic locations and time windows for these movements are easily gleaned from the public record.  Moreover, computer programs are available that provide users with the precise routes and limitations (including times) for such shipments.
  Except for small stretches of very vulnerable routes (such as select tunnels and bridges), for the most part, these trucks and trains travel with no additional security.   As such these shipments make soft, predictable targets for terrorist attacks.  A shipment, for example, of HF or anhydrous ammonia could be hijacked and taken to a location where its release could inflict maximum damage on civilian populations.  Published worst case scenarios for such a release suggest that toxic concentrations could spread downwind in a plume stretching miles.

Energy sector land transportation, and land transportation in general, are also potential targets because of the significant number of transit route bottlenecks that offer terrorists the ability to shutdown or greatly limit interstate mobility.  These bottlenecks include I-10 (running from Florida to California), which is the primary southern east-west transportation corridor.  At one point in Louisiana, this route crosses a single, six-lane bridge.  (If this bridge was eliminated, the only alternative routes would the a northern corridor east-west, or a single two-land bridge in close proximity.)  Similarly, the busiest segments of the north-south I-95 corridor (running the length of the East Coast), accommodate up to nearly 300,000 vehicles per day.
  Shutting down this road would have devastating consequences, including on energy supplies.  These routes and chokepoints offer terrorists the ability to cause widespread disruptions to the movements of goods and people within the nation.  Both of these routes are also primary arteries for shipments of petroleum products and raw materials.

Recognizing the vulnerability of these shipments, the Petroleum Marketers Association of America and the American Trucking Association have provided to their memberships a list of 30 steps that can be taken to protect against a terrorist attack on these shipments, including: the use of fencing, guards and security cameras; locking vehicles; avoiding tunnels and bridges; not accepting shipments from unknown individuals; using cell phones or other devices to monitor shipments and ensure they reach their destinations; and, having on file photographs of employees.
  These 30 steps if fully implemented would be a basic but significant step ahead.  These voluntary measures should be backed with stricter federal rules for trucking that are now being discussed.  In the words of the head of the Federal Motor Carrier Safety Administration:  “prior to September 11, regulations were primarily aimed at preventing accidents . . . . what we have to do is security as opposed to safety.”

Similarly, railroad freight haulers have also begun voluntary steps to reduce the vulnerability of hazardous rail shipments to terrorism.
  Railroads are restricting operations near stadiums and large public gathering places.  Additionally, these companies are checking employees off FBI lists, have activated a crisis center and have restricted movements of some forms of hazardous cargo.

However, there is already anecdotal evidence that some of the trucking industries’ attempts to put in place more effective “know your driver” measures have been frustrated by employment and privacy laws.  For example, many shipping companies lack the simple authorization required to provide driver information (e.g., copies of licenses, social security numbers, and the like) to the companies they dispatch drivers to.  

Concerns about a possible terrorist threat against land transportation, in particular trucking, are heightened by reports that 18 men of Middle Eastern origin have fraudulently obtained licenses allowing them to transport hazardous materials.
  If this is the case, many of these basic security measures may already have been largely defeated.  

Nuclear Power Facilities:

The United States has 103 permitted, operational nuclear reactors, located across 31 states.  These plants provide 20 percent of our nation’s electrical energy.  Nuclear generated power is the primary source of electricity for six states: Connecticut, Illinois, New Hampshire, New Jersey, South Carolina, and Vermont.

Nuclear facilities present obvious potential for a terrorist attack of immense magnitude.  And, as discussed below there is reason for concern about security at these facilities.

In the event of a successful terrorist attack on one of these facilities, the resulting damage could directly and substantially impact an entire region of the nation.  By way of example, over 280,000 people live within a 10-mile radius of the Indian Point 2, New York, Nuclear Plant.  A 50-mile radius, which a blast or radiation event from the Indian Point 2 Plant could impact, includes the greater metropolitan New York City area, including all of Manhattan, Long Island, and portions of Pennsylvania, New Jersey and Connecticut.  Similarly, the 1979 incident at Three Mile Island—a facility located within 100 miles of New York, Baltimore and Philadelphia—put well over 500,000 people in harms way.  For this reason, pursuant to the regulations of the Nuclear Regulatory Commission, the security at America’s nuclear power facilities is strict—outside the military the tightest in the nation.

Unlike most energy infrastructure facilities, nuclear plant security systems are specifically designed to protect against a terrorism attack.  The so-called “Design Basis Threat” for these nuclear plants requires effective protection against an assault by any of the following: 1) a small number of skilled and well-armed attackers aided by an insider; 2) a lone insider acting alone; or 3) a bomb within a four-wheel drive vehicle.

As part of the package of protections at these facilities, the physical containment structures of nuclear plants are made of steel reinforced concrete (typically at least four feet of concrete with a steel liner).  Plants that are along active flight routes for airplanes are also designed to withstand an airplane crash—but not a crash of the type that befell the World Trade Center buildings and the Pentagon.  This super-structure is backed by multiple and redundant safety systems.  These plants also deploy well-trained, armed guards, secure communications systems and advanced technological surveillance systems.  Access to these plants is tightly controlled.  Employees at these plants undergo extensive background checks.  Movements of fuels and wastes are tightly controlled and heavily protected.  Nuclear plants also have rehearsed counter-terrorism and emergency plans, which are coordinated with state, local and federal facilities.  Graded exercises are conducted to ensure that these facilities can effectively implement these plans.  All these security systems and plans are monitored on a real time basis by on-site federal inspectors from the Nuclear Regulatory Commission (NRC).

Through coordination with federal, state and local authorities, these facilities also have access to strong, pre-planned governmental security and emergency response systems, such as National Guard support.  For example, in response to the October 15, 2001 threat at Three Mile Island, fighter jets flew combat air patrols over the facility.  Similarly, Coast Guard patrols were temporarily added to guard the Indian Point 2 plant from marine terrorist attacks.

Despite these extensive security measures, our nuclear plants are still vulnerable to a terrorist attack, and not only through a suicide air assault.  From 1991 to 1998, under the Nuclear Regulatory Commission’s Operational Safeguards Response Evaluation (OSRE) program, nuclear plant security systems were tested through mock attacks.  During this period, 27 of 57 tests found security shortcomings significant enough “that a real would have put the nuclear reactor in jeopardy with the potential for core damage and a radiological release.”
  After a hiatus, the OSRE program was reinstated in 1998.  In 2000 and 2001, 6 of 11 OSRE tests identified major security lapses sufficient to allow terrorists to damage the reactor.
  

This 50 percent-plus failure rate is actually overly optimistic.  These tests do not involve surprise attacks of the sort a terrorist would wage; all these facilities have notice that a mock attack is coming.
  Further, the scope of this testing program is seriously limited—in large measure because it is woefully under-funded.  In FY2001, the total funding for the OSRE program was $130,000.

Along these same lines, a 2001 report by the GAO found that emergency preparedness systems at the Indian Point 2 Nuclear Plant remained significantly lacking.
   Additionally, the report questioned whether the plans that are in place are adequately tested; FEMA conducts a “50-mile” exercise (testing emergency plans for populations within a 50-mile radius) at the Indian Point 2 facility only once every 18 years.  Security shortcomings specific to the Indian Point 2 facility are of major concern given the plant’s proximity to large civilian populations.

Additionally, even these hardened facilities, which were designed to withstand a direct attack, were not designed with the sort of impact and blast that were dealt in the 9-11 air assaults.
  In fact, one classified NRC memorandum that looked at this threat determined that such an attack could produce a substantial explosion compromising the integrity of the facility and possibly producing a release.
  

Moreover, while their reactors are hardened, other areas at these facilities that also contain radioactive materials (such as their waste facilities) are not as well protected.  For example, areas used to store spent fuels at nuclear plants are far less protected.

One other aspect of the nuclear terrorist threat warrants concern and deserves greater attention:  the security of nuclear wastes.  Typically, discussions about the threat from a terrorist nuclear weapon focus on fission and fusion weapons—as opposed to the more basic threat of a terrorist use of fissile materials in conjunction with a conventional device to produce a blast that spreads radioactive fallout.  The ongoing wide diffusion of spent nuclear materials at sites across the country greatly increases the potential for theft of such materials.

The Nuclear Waste Policy Act requires the Department of Energy to locate, build and operate a deep, mined geologic repository for high-level waste.  The Department has designated Yucca Mountain, Nevada, for this facility.  However, the development of such a repository is at least 12 years behind schedule, no site has been selected for an interim storage facility and the federal government has not met its statutory obligation to begin moving spent nuclear fuels by January 1998. 

In the interim, highly radioactive, spent nuclear fuels, which could be used by terrorists to develop a nuclear device, are spread out at sites across the nation.  These spent fuels should expeditiously be transferred to a highly regulated, centralized, environmentally appropriate and secure facility.

Strategic Petroleum Reserves:

Throughout the modern-era of warfare, the United States has in every major conflict degraded the enemy’s capacity to fight by attacking its petroleum reserves.  This tactic is universally accepted internationally.

The U.S. Strategic Petroleum Reserve (SPR) was officially established on December 22, 1975, when then-President Ford signed the Energy Policy and Conservation Act, declaring United States policy to establish a petroleum reserve of up to one billion barrels.  This reserve oil clusters along the coastline of the Gulf of Mexico at the West Hackberry storage site near Lake Charles, Louisiana; Bryan Mound and Big Hill in Texas; and Bayou Choctaw, the St. James Terminal in Louisiana.  The combined capacity of these salt caverns is 700 million barrels.  The volume of oil reserved currently exceeds 544 million barrels and can be used only at the direction of the President during periods of emergency.  Together, the facilities and crude oil represent more than a $20 billion national investment.  Strategic reserve oil can be distributed through interstate pipelines to nearly half of our nation’s oil refineries or loaded into ships or barges for transport to other refineries.  Notably, their location makes them and their supporting infrastructure easily accessible to not only the United States in an emergency situation, but also to terrorists.
  

The SPR are somewhat hardened facilities and further steps have been taken in the aftermath of September 11th to prepare these facilities to defend against any possible attack.
  

However, if past experience is any guide, these facilities still may not be adequately secured.  In a 1987 drill, 11 Army Special Forces troops conducted a mock assault on the facility.
  The mock terrorists succeeded in “killing” 53 of the SPR’s security forces, including 12 National Guard troops (who were taken by friendly fire).  The attackers mock raid knocked out support facilities required to pump and transport the reserved fuel stocks. Moreover, while the SPR stocks themselves may be protected to a degree, the infrastructure necessary to move these products in an emergency is not adequately secured.  In fact, at a Congressional hearing after the 1987 failed security test, a senior Energy Department official stated “. . . the sheer size of the petroleum reserve—including six depots and four marine terminals—makes it impractical to try to protect every foot of it against saboteurs.”

It should be emphasized that the SPR has taken steps since the 1988 test failure.  However, in the absence of new test data these concerns remain.

Information Infrastructure:

Today’s energy sector is heavily dependent upon information technologies.  Information technologies, such as the OASIS system, are relied upon to sell transmission capacity on power grids over the Internet.  Other information technologies are required to schedule power across these grids to prevent blackouts or other disruptions.  Still other technologies are used to plan truck routes for hazardous shipments, including petroleum products and processing and refining raw materials. All of these systems play an integral role in the smooth functioning of the nation’s energy infrastructure and the delivery of power to consumers of all types.  The strong potential for terrorist attacks to these information systems is of particular concern.

The constant evolution of cyber-security measures, and the concomitant adaptation of cyber-terrorist tactics and methods, make evaluation of this vulnerability difficult to gauge.  However, the 1999 Computer Security Institute survey found that computer security breaches cost companies more than $100,000,000 in one year alone.
 “The May 2000 “Love Bug,” unleashed by two college dropouts in the Philippines, caused several billion dollars in lost business and information, and permanently damaged files and data.”
  

Cyber-terrorism is of major concern because it provides a terrorist group with an inexpensive weapon to attack U.S. domestic facilities without ever leaving the safety and security of their home base of operations.  All a terrorist requires to attempt such an attack is some basic knowledge, a computer and an Internet connection—assets that can even be brought together even from a cave deep in Afghanistan.  

There is little to dissuade such attacks.  According to the Center for Strategic and International Studies, many cyber-invasions are never detected and large numbers of those that are detected are unreported.
  Moreover, the potential for detection leading to capture is minimal.  Capturing a cyber-terrorist presents special challenges to law enforcement.  Legal impediments, such as the rules on electronic surveillance, have, to date, hamstrung law enforcement’s abilities to track and bring to justice cyber-attackers—some of these impediments are being addressed in the pending counter-terrorism legislation.  The task is further complicated because many of our law enforcement agencies are fighting 22nd Century high-tech villains (such as terrorists) using embarrassingly antiquated information technologies.  For example, the average computer-literate American has access to more flexible, capable and faster performance computers than most FBI agents have at an FBI field office.  

The FBI’s recently announced Trilogy program, which will expand the Bureau’s information processing capabilities, is, by all accounts, inadequate.  These upgrades, limited by budgetary constraints, will still not be capable of processing the explosive growth of information that the agency must manage in routine investigations, let alone ones of this magnitude.

Under the current threat scenario, a terrorist operating out of a base in the terror-supporting Middle Eastern nation might conceivably take entire power grids offline or disrupt the operations at a refinery with almost no threat to his physical security and little chance of detection—this is terrorism without real downside risks.  This scenario is more than real; hackers in Russia recently broke into and took control of the information system that controls the operations of Gazprom, Russia’s natural gas monopoly.

Experts have also raised serious concerns that the widespread use of Supervisory Control and Data Acquisition (SCADA) systems by the energy sector make the industry vulnerable to cyber-attack.
  SCADA systems have helped this industrial sector achieve greater efficiencies and safety through at-a-distance, real-time monitoring and control.  These systems are also typically inter-linked—a pipeline operator’s system may be linked into, for example, the systems of banks, financiers, part suppliers, and transportation vendors.  Inter-linkage creates cost savings, however, it also makes all the linked systems potentially as vulnerable as the weakest link in the cyber-chain.  American energy companies have detected attempts by hackers to break into their operations through these SCADA systems.
  Experts believe that a SCADA attack could produce widespread damage including even rupturing pipelines.

The National Security Agency conducted a simulated attack, called “Eligible Receiver,” on the SCADA systems that control the U.S. power grid.  Based on the results of this mock attack, NSA officials believe that a cyber-attack, using standard Internet tools and methods, against solely unclassified systems, could shut down the electric power grids serving a number of major cities (Chicago, Los Angeles, New York and Washington) within just four days.
  As a result of this exercise the industry has worked with the intelligence community to counter such an attack.

In general, the federal government has begun efforts, pursuant to Presidential Decision Directive 63 (PDD 63), to better secure the nation’s critical infrastructure against cyber-terrorism.  However, an April 25, 2001 report from the General Accounting Office, Critical Infrastructure Protection: Significant Challenges in Developing National Capabilities, termed progress here “mixed”—a more than generous appraisal.
  Most importantly, these efforts have yet to substantially move past the analytical phase and into the implementation phase. 

There are, however, emerging bright spots of information technology cooperation within the energy sector.  For example, following up on PDD 63’s call for businesses to form alliances to share information to prevent cyber-attacks, the North American Electric Reliability Council Information Sharing Analysis Center is working with the electric power industry to report power outages caused by cyber attacks.
  Already, this cooperative effort has led to preventative information exchanges.
  Similarly, the sector has taken a number of steps, working with the intelligence community, to limit the vulnerabilities that allowed operation Eligible Receiver to be so successful.  For example, the Electric Power Research Institute and the Department of Energy have begun a joint program to assess the vulnerabilities of California’s Independent System Operator.

II.
RESPONDING TO THIS TERRORIST THREAT

By and large, security within the energy sector is extensive in comparison to that in the manufacturing sector generally.  Moreover, most of these facilities have taken basic, prudent steps to increase their security in the wake of the 9-11 attacks—for example, adding more guards and increasing the diligence at checkpoints.  And, federal, state and local authorities are providing greater coordination and support.  However, even these levels of enhanced security are in many cases woefully inadequate in relation to the nature of the terrorist threat.  

To a large extent, the capacities required for real security at these facilities rest with the federal government, not within the private sector.  One industry expert, Larry Wall, a spokesman for Baton Rouge-based Mid-Continent Oil and Gas Association, summarized this current concern as follows:

The industry right now is on a state of alert . . . . Each refinery has an action plan for dealing with terrorism. Now, the question is how to protect yourself from kamikaze attacks like the ones [of September 11th]? How do you stop a plane from crashing into a building?

Simply put, no private sector company has the wherewithal to defeat a terrorist threat on the order of a hijacked airplane turned missile or a weapon of mass destruction.

Moreover, the types of governmental assistance required to combat such threats go far beyond the current levels of support now being provided.  

At base, it is inadequate to merely provide a few more guards or additional local police patrols around energy facilities.  We need to think about Air National Guard combat air patrols; National Guard units specifically trained to respond to attacks on these facilities; secure intelligence sharing to prevent attacks; and, Coast Guard assets to secure offshore facilities, ports and territorial waters.  

Creating a Security-Oriented Mindset:

One of the most important steps that this sector, and all other critical sectors, can take is to create a security mindset that incorporates these issues into their decision-making as a whole–much as this sector has incorporated environmental planning over the last two decades.  For example, business decisions ranging from where to build a new transmission line to who should be employed to staff certain positions, all have, in this post-9-11 era, homeland security implications.  Businesses need to develop ways to bring these security concerns into their management and operations processes.  They also need to develop strategies for dealing with the uncertainties of this new landscape.  For example, the legal landscape that these companies now operate within will change in response to the terrorist threat.  How companies manage and proactively drive this evolutionary process will be critical to both safety and success.

One potential vehicle for creating such a mindset is a Security Impact Review (SIR).  For the last three decades, environmental impact statements have helped ensure that health and ecological considerations are factored into major actions at the state and federal levels, along with private actions that have a governmental “hook.”  The Congress has followed this planning model in variety of other areas, including regulatory impact reviews and budget impact reviews.  A SIR system—stripped of the litigiousness and delays associated with environmental impact statements—could be created to help drive such an integration.  Companies should adopt such a model internally and voluntarily to help them weigh the security ramifications of key decisions. Additionally, given Congress’ history of creating these planning vehicles, it would not seem unlikely that a SIR system will be proposed in the not too distant future in federal legislation.

Developing a Strategic Plan:

Many energy infrastructure companies have well developed emergency response plans.  Although these plans focus on responding to natural disaster and man-made errors, they still provide a solid basis for responding to the harms inflicted by a potential terrorist attack.  In addition, almost all companies have basic physical security plans.  However, far fewer companies have approached the issue of proactive security in a considered, comprehensive and proactive manner.  In essence these sorts of planning are rarely if ever meshed with the larger business, governmental affairs and public affairs plans that actually drive a companies business.

In contrast to basic security plans, a strategic security plan should look at far more than fences, lights and guards.  These plans should look at the broad range of business, public affairs, legal and regulatory issues that impact security, such as:

· How do we integrate our security planning into our business planning?

· What information are we providing publicly that we shouldn’t and how do we change this? Why is this information being made public?

· What liabilities do we have and how can we limit them? What is our standard of due care in the wake of these attacks and are we meeting that standard?

· What legal and regulatory impediments are there to building redundancies and how can we overcome them? 

· How do we communicate our security planning to stakeholders without compromising security in the process—both before a crisis and after?

· How do we plan on working with the authorities in handling these security issues—both before a crisis and after?

· How does the changing national security environment as a whole impact our business plans and models?

For example, a strategic security plan would address the potential insurance problems that now plague many of these companies.  A strategic plan would also outline employment law issues that might constrain what information a company can gather and provide without warrant to law enforcement authorities.  Most importantly, these plans need to consider not just the current landscape, but, given the impact of recent events, what changes are likely to come. These plans need to identify risks and opportunities—then minimize the former and capitalize on the later.

Applying a Risk-Based, Cost-Benefit Approach:

In an open democracy reliant upon a free market economy, security is necessarily imperfect.  Further, in dealing with an industrial sector as extensive in scope and geography as the energy sector, it is impractical to suggest that this entire infrastructure could or should be rendered perfectly invulnerable to terrorist attacks.

For this reason, in better securing our nation’s energy infrastructure we should focus on those elements of this infrastructure that: 1) are the most at risk to terrorist attack; and, 2) present the greatest potential for harm if so attacked.  To a large degree, our efforts to date have followed such a model—for example, we have rightly gone to greater lengths and expense to secure our nuclear plants than other types of facilities.  However, even using such a risk-based, cost-benefit model, there are significant components of our energy infrastructure that have not been adequately secured.  

A risk-based, cost-benefit model suggests that immediate efforts to better secure our energy infrastructure should focus on facilities that if attacked could:

· Place human populations at risk.

· Have significant impacts on energy supplies at the local, state, regional or national levels, including.

The Trans Alaska Pipeline

Key bottlenecks (such as Path 15)

Areas without redundancies (such as major pipelines and regional transmission lines)

Major ports

· Cause serious economic disruptions (including job losses)

Major ports

Major refineries

Major generating facilities

Major transmission facilities serving industrial areas or major population centers

Facilities that could disproportionately impact shipping, tourism or other regional industries

· Cause serious environmental harms, in particular to protected, fragile or critical ecosystems.

Moreover, with respect to the rest of this sector’s infrastructure, there are commonsense steps that can be taken to significantly reduce the terrorist threats to our nation’s energy infrastructure.  There is no reason that such basic measures should not be undertaken on a broader scale.

Maintaining Focus:

Security is currently at the top of the nation’s agenda, acting as a trump card in the traditional balance of interests in governmental policy-making and business planning.  However, these are not the first substantial attacks on Americans.  Nor were the 9-11 attacks without warning—countless studies, commissions, task forces and the like raised serious concerns about the vulnerability of America’s infrastructure to terrorism.  Over the long-term, adequate homeland security, in the energy sector and beyond, will depend on our ability to keep the American public—a public that is fast to latch on to the threat du jour to the detriment of other issues—focused.

Already, there are signs that within some components of the energy sector that our heightened sense of security risk is beginning to return to pre-9-11 normalcy, if not outright complacency.  For example, maritime patrols off the Indian Point 2 Nuclear Plant have ended.

Our future security will depend largely on how much attention we continue to place on these clear and present threats even after the immediacy of the post-9-11 impetus has diminished.

Improving Physical Security:

Physical security around America’s critical energy infrastructure must be improved.  Through a combination of public and private efforts, using both human and technological assets, security systems need to be reconfigured to take into account the various means available to terrorists to attack this infrastructure.

Consistent with best operating procedures, certain sensible steps should be immediately considered, such as:

· Better trained, armed guards around key facilities.

· Hardening of those elements of facilities that are the most vulnerable to attack and/or which could trigger worst-case scenarios if attacked.

· Implementation of multi-layered, redundant human and technological security systems.

· The outward extension of perimeters and the use of physical barriers designed to defeat the most likely terrorist threats (rocket propelled grenades, small arms fire, car and truck bombs).

· The addition of random, roving patrols to disrupt patterns that a terrorist can take advantage of.

· Regularly altering transportation routes.

· The addition of GPS tracking of hazardous shipments of products and raw materials.

· Human and technological remote surveillance to monitor activities around critical distant facilities ranging from remote sensors and satellite surveillance to ground patrols and helicopter overflights.

· More coordinated support from federal, state and local authorities, including Coast Guard, National Guard, law enforcement and emergency response agencies.

· Additional screening of employees to prevent inside jobs.

· Greater access controls, including for nonessential employee movements within facilities.

To accomplish this process, the industry, working with federal authorities, needs to analyze its truly critical infrastructure and begin with these facilities.  Such a process must pay the special attention to the truly critical facilities that could be seen as targets.  

One key priority must be better securing our nation’s entire nuclear power infrastructure—from cradle to grave.  The roughly 50 percent security failure rate at these facilities must be fixed for the long-term.  This will likely require a greater military presence at these facilities for the duration of their existence.  The Department of Defense should work with the governors of those states that have nuclear plants to develop specially equipped and trained National Guard units that have the means and capabilities required to counter any such threat.  Secure facilities for the disposal of wastes, including interim disposal at plants and long-term disposal offsite, need to be a priority.

Security at America’s ports must also be vastly improved.  Waterside security systems must be added and landside systems enhanced.  Both water and land access must be better controlled over the long-term, not just until the current crisis dissipates.  The recommendations of the Graham Commission should be dusted off and put into place at all major ports.

Real port security will require a greater federal role.  The Coast Guard needs new ships, better technologies, and more numbers in order to provide the presence needed at our ports to deter, detect and counter any terrorist attack.  Such capabilities extend far beyond more “Coasties” in small boat units.  

New technologies should also be put in place at ports to pre-screen shipments and crews to identify potential terrorist threats, as well as ferret out contraband (including weapons of mass destruction, drugs, guns, and illicit cash).  More armed Coast Guard fast boats are required to extend our real time security perimeter out from the pier’s end and harbor mouth.

Along these same lines, steps must also be taken to improve the security of land-based shipments of hazardous materials, including petroleum products.  The new counter-terrorism law requires background checks before issuance of a hazardous material license (including new licenses and renewals).
  However, as discussed later in this section under coordination, this new rule is already producing unintended consequences.  Similarly, there are reports that the Department of Transportation’s Motor Carrier Safety Administration is in the process of tightening the rules pertaining to these shipments.
  Other steps the industry and the government should examine include: greater inspection authorities, tracking of shipments; and increased the penalties for violations.

While this process is ongoing, the entire security effort should grab any low hanging fruit—areas where improvements can be made easily and cost effectively.  For example, the Department of Energy has requested the ability to use armed law enforcement officers to secure energy infrastructure facilities such as the transmission lines of the Bonneville Power Administration and the other power marketing agencies.  This would be a sound first step with respect to publicly-owned lines.

Improving Information Security:

Operational security—the control of information that our enemies can use to their advantage—must be substantially improved.

Much information is required to be made public under various federal, state and local laws.  However, some well-meaning government agencies continue to provide information that terrorists could use.  Still other information that companies and the government have removed in light of the terrorist attacks has now been captured by other parties and posted to still other websites.  This information remains available to potential terrorists.

This publicly available information includes worst case scenarios for refineries that describe in detail not just the general threats from a problem at these facilities, but specifically what parts of these facilities to attack to produce these impacts.  In one instance, the scenarios available even provided drift maps of the potential damage an oil spill from a tanker loading at the facility could inflict on the precious coastal waters of Oahu, Hawaii.  Other websites provide lists of the most vulnerable chemical and energy plants across the nation.  Similarly, a number of states provide lists of those dams that have the highest potential to inflict the greatest suffering if breached.  Other readily available information includes the hazardous material shipping information for a major industrial area of Louisiana, including routes, destinations, risks, response capabilities and even the placard numbers the most dangerous shipments bear.  Most disturbingly, the federal government continues to post the routes for shipments of nuclear wastes on certain sites.  

The following are examples of the information that is now easily available to terrorists via the Internet alone:

Refinery “A”:

Based on a review of refinery information and processes, the worst-case scenarios for toxic substances were identified as a release of 20,500 pounds of anhydrous ammonia, and a release of about 93,800 pounds of 30% aqueous ammonia from a railcar.

Chemical Company “B”:

The worst-case release scenario submitted for Program 3 toxic substances as a class involves a catastrophic release of a 180,000-pound railcar of chlorine.  The scenario involves the release of 180,000 lb. Of chlorine in a gaseous form over 10 minutes.  Under worst case weather conditions, namely Class D atmospheric stability and 1.5 m/s windspeed, the maximum distance of 44.1 miles is obtained corresponding to the toxic endpoint of .0087 mg/L. 

Corporation “C”:

A survey of two [island] refineries . . . shows that the largest the largest vessel that could be received at either offshore moorings is a 1,000 ft, 150,000 DWT tanker, with a cargo carrying capacity of approximately 1,000,000 barrels (or 42,000,000 gallons). . . . Areas most at risk are in high traffic corridors in the vicinity of the main commercial harbors, and in which transfers of high volumes of petroleum products occur.  

In order to improve security, we must act quickly to better balance the public’s right to know with the national security requirement to deny terrorists information that can be used to plan attacks more effectively.  Private facilities must better monitor what information they allow themselves to make public in press releases, on websites, and even to employees.  Public authorities should consider twice the sort of information they will require these facilities to release to the public.

Improving Cyber-Security:

Despite years of efforts to harden our information technology infrastructure from a cyber-terrorist attack, progress remains spotty at best, even within high-level government circles.  A priority should be placed on public-private efforts to move from the analytical stage to the operational stage in hardening our information infrastructure, particularly in the highly vulnerable energy sector.

To this end, President Bush has ordered the establishment of the President’s Critical Infrastructure Protection Board to be staffed by senior Executive Branch officials.
  The Board is to focus particularly on the protection of information systems for critical infrastructure, particularly emergency preparedness communications.  The goal appears to be to protect the information systems that support critical infrastructure in, among other areas, energy and transportation.  The Board is ordered to work with the private sector and state and local governments, as well as communities and representatives from “academia and other relevant elements of society.”   In addition, the Board is to work on appropriate information sharing with the private sector, including threat warnings.  This Board and the Homeland Security Office must move expeditiously to avoid being overcome by events.

Improving Intelligence and Intelligence Sharing:
Intelligence is particularly important to countering the terrorist threat to America’s energy infrastructure—an infrastructure made up of typically large and/or spread out, fixed or slow moving assets that are extremely difficult to defend against an asymmetrical threat.  An ounce of prevention here is worth far more than a pound of cure.

Much has been made about the need to improve our intelligence gathering capabilities and to expand intelligence sharing within the federal ranks.  These are critical needs.

However, to better secure our privately held critical infrastructure, including our energy infrastructure, we also need to refocus, to a degree, the types of intelligence we gather.  Our counter-terrorism agencies need to increase the emphasis on obtaining information required to prevent critical infrastructure attacks before they occur—as opposed to catching the terrorists after the fact.  The laws, rules and regulations that have applied until just recently have greatly impeded such a shift.

For example, FBI agents were aware of suspicious actions on the part of Zacarias Moussaoui, as early as August of this year—when he sought lessons for flying but not landing or taking off a jumbo jet.  However, because of the legal impediments of the Foreign Intelligence Surveillance Act and the Attorney General’s Guidelines, the FBI agents were prevented from searching his computer and launching a full-scale investigation—this despite warnings from French intelligence.  In the wake of the World Trade Center and Pentagon attacks, agents were finally authorized to look more carefully at Mr. Moussaoui; investigators allegedly found information on crop dusting and wind patterns.  He is now being detained as a “material witness.”

The Congress and the Administration have recently taken steps to improve the ability of intelligence and counter-terror agencies to act in a more proactive manner.  The counter-terrorism legislation recently signed into law by President Bush gives law enforcement far more intelligence tools that will prove critical to these efforts. 

Better intelligence produced and analyzed in a vacuum, however, is of no use.  We also need to develop more effective ways of ensuring that the information that is developed reaches the field where it can be used to prevent future terrorism and bring criminals to justice.  In addition to better information sharing among federal agencies and with non-federal authorities, mechanisms need to be developed to appropriately and securely share information with the private sector owner/operators of our critical energy infrastructure.  This will require, for example, established points of contact with private sector individuals who already have obtained federal security clearances at least to the secret level.  In the wake of the Office of Technology Assessment’s 1989 Report, Physical Vulnerability of Electric Systems to Natural Disasters and Sabotage, such efforts were begun on a limited basis.
  These efforts now need to be expanded to encompass the full breadth of the at-risk energy infrastructure.

Additionally, short of creating their own spy operations, critical energy infrastructure companies would do well to seek to develop their own forms of basic intelligence.  For example, plants should routinely monitor such things as:

· Visitors to their facilities-tracking identities, locator information purposes, and movements.

· Activities immediately outside their perimeters.

· Abnormal requests for information directed to their local and regulatory and oversight authorities.

· Abnormal requests for information about their facilities and contractors.

The federal government can also provide greater intelligence gathering assistance to this sector.  The Department of Energy has an Office of Counterintelligence, which was established pursuant to Classified Presidential Decision Directive/NSC-61 (PDD 61). The FY2001 budget 44.989 million.
 However, the focus of this office is to protect our the defense-related aspects of our national laboratories.
  Moreover, the General Accounting Office has stressed that these funds are inadequate to the task of even helping protect these key facilities—let alone assisting the private energy sector.
  These efforts should be expanded to provide counter-intelligence support to the broader critical infrastructure of this sector.  

In addition to the central intelligence program, some federal energy facilities have authority to expend monies for such efforts.  Along these lines, the Bonneville Power Administration, a federal entity, has been granted statutory authority to offer rewards for information concerning potential threats to its facilities.  However, the fragmented use of small amounts of budget monies, spent individually by each federal energy facility, may not be the best use of such intelligence funding.

Strengthening Federal Military Support:

A significant attack on America’s power infrastructure could easily overwhelm civilian response capabilities.  For example, a worst-case scenario attack on a refinery in a populated area could produce more casualties than local hospitals could treat.  A major breach to a remote pipeline or transmission line could require greater engineering assets than available in the private sector in order to bring regional power back online in a timely manner.

If additional support was required, the primary response would come from our National Guard.  The major shortfall of our domestic military response capabilities is that our superb National Guard is structured to be called up and deployed in the first days of a high intensity conflict.  The National Guard, by and large, is well equipped and modestly trained for this overseas combat role, which costs the nation $15.2 billion in fiscal year 2001.  However, this is a role that was originally intended for military reserve components.  

In contrast, the original purpose of the National Guard was to serve as the joint federal-state domestic military response to a variety of threats, such as terrorism.  (In fact, it wasn’t until after the Spanish-American War that National Guard units could lawfully be deployed beyond the United States’ borders.)  However, the Guard, as currently structured is not sufficiently prepared for this mission.  The Guard should be reorganized and its force structure changed to best meet the requirements of a state-level response to terrorism and other domestic threats.

Rather than equipping state National Guard units with significant numbers of armor, artillery and attack helicopters—which are not likely to be used in the domestic context—each state’s Guard package should focus on the more immediate needs of the states, such as:

· Site protection by military police and light infantry battalions capable of ensuring order and protecting critical facilities, such as power plants and ports.

· Light ground and aviation reconnaissance capabilities to provide federal, state and local leadership with a fuller understanding of any evolving threat.

· Medical support with field hospitals and medical staffs capable of stepping in when civilian assets are destroyed or overloaded.

· Transportation units, including truck, airlift, rotary lift and small boat/landing craft units to provide mobility;

· Communications units to provide secure communications to allow for a coordinated response to any threat.

· Combat engineers to reopen transportation routes, ports and rebuild pipelines and transmission lines.

· Fighter support to safeguard airspace, metropolitan areas and other potential terrorist targets, such as nuclear plants.

· Logistics units to provide emergency life support to domestic American refugees.

· Chemical, biological and nuclear reconnaissance and decontamination units to counter any use of weapons of mass destruction.

Moreover, given the importance of our critical energy infrastructure, those National Guard units that are most likely to be called upon to support this infrastructure should receive additional training specific to this mission.  For example, if a refinery poses a specific threat to a civilian population, the state’s National Guard medical units should be briefed about this threat and should have the training and equipment required to respond to this threat.  Similarly, state Guard units that may be called upon to repair energy facilities pipelines or transmission wires, should have adequate engineering units, equipped with the right tools and materials and trained for the tasks, within their force structure.  

Along these lines, the Department of Defense’s 2001 Quadrennial Defense Review (QDR) contemplates a greater focus within the U.S. military on homeland defense.
  Specifically the QDR states: In particular, the United States must enhance its capabilities to protect its critical infrastructure, especially infrastructure that supports oil and gas transportation and storage, information and communications, banking and finance, electrical power, transportation . . . .”
  Further, the QDR notes—without any commitment as to implementation—that fulfilling this mission “may require changes in force structure and organization.”

Additionally, the Posse Comitatus Act (18 U.S.C. § 1385), which limits domestic use of the military, may need to be reexamined on a limited basis in light of this possibility.  While there are legal gymnastics we can do to avoid a literal violation of the Act, perhaps the issue should be dealt with more directly.

Improving Airspace Security:

While the private sector can take sensible steps to better secure its own facilities from ground or marine assaults, there is little the private sector can do to harden most energy facilities from an air attack, whether of the magnitude of the 9-11 terrorism or even a more limited assault.

One of the more important things the Federal government can do to improve the security of our energy infrastructure is to provide better airspace security generally.  It would be virtually impossible to secure the actual airspace over all critical energy facilities.  Instead the federal government should focus on ensuring that only authorized individuals are flying planes over the United States—focusing primarily on larger planes, such as airliners and cargo jets, which are capable of inflicting the greatest damage.  In addition to putting sky marshals on planes and securing cockpit doors, high-tech and low-tech means for positively identifying both planes and flight crews should be implemented.

Building System Redundancies:

One of the main reasons for the extreme vulnerability of our nation’s energy infrastructure is that these systems, in many cases, are already over-stressed.  In other words, we are already pushing our energy infrastructure to the limits; any external force threatens the delicate equilibrium and could topple the system.

One of the most effective ways to minimize the damage a terrorist attack can do is to build redundancies into systems.  The ability of a terrorist to knock a state or city’s power supply offline diminishes markedly with each power source and supply line added to service the area.  For this reason, a priority needs to be placed on infrastructure development with the specific goal of providing redundancy in critical energy infrastructure areas.  For example, from a counter-terrorism perspective, not only should Path 15 in California be expanded, but this expansion should be undertaken now and in such a way as to remove the incentive for a terrorist to strike that line and blackout the region.

Improving Public-Private Coordination:

Within certain corners of the energy sector, coordination between public and private entities on security matters is strong and ongoing: for example, port calls, operations at privately owned nuclear plants, and private shipments of nuclear materials and wastes are well coordinated with federal, state, and local authorities.  Similarly, a variety of industry groups have set up standing coordination exchanges with the relevant federal authorities.
  Such coordination is, however, still lacking in other areas.

With respect to the bulk of the energy sector, the primary responsibility for helping protect critical infrastructure from terrorism rests with the Department of Energy’s Office of Critical Infrastructure Protection.  For FY2001, the Department of Energy’s budget request for critical infrastructure protection is $45.3 million.
  This marks a major increase over FY2000, where this actual budget line totaled $21.98 million and FY1998 where such spending totaled just $1.5 million.  However, as programmed, the bulk of these funds, some $32.3 million, are spent solely on securing federal facilities—a vital task, but just the tip of the iceberg.  For FY2001, the department will spend just $13 million in outreach and assistance to the private energy sector.  Of this spending, only $1.7 million will go to actual system protections and only $600,000 will go to monitor intrusions and responses.

The costs here could be substantial.  However, they pale in comparison to the potential human, economic costs that could be inflicted by a major, successful terrorist attack against the nation’s energy infrastructure.

Pursuant to PDD 63, the Office of Critical Infrastructure has begun a series of important programs to improve the security of energy sector assets.  Until recently, apart from a few demonstration projects, the bulk of this office’s work remains at the general analytical or developmental stages—as opposed to specific, broad programs helping actually secure our infrastructure.  In response to the 9-11 attacks the Department of Energy has, however, stepped up its efforts in this regard.  DOE is actively working on a range of initiatives that once implemented will assist this sector in preparing for this threat, including: training programs, enhanced state-federal coordination efforts and the development of rules and procedures for security operations (with the focus on these rules occurring at the state-level with federal oversight/coordination).  Of particular interest for the industry is the Department’s view that the states should take a lead role in developing new rules and procedures for the industry to counter this threat.

Still, the office suffers from a number of institutional obstacles that are beyond its control.  Most notably, the office has no ability to compel even the most essential infrastructure facilities to participate in the program—all its work is wholly voluntary.  Further, it remains unclear how this office and other related offices will be coordinated with and by the new Office of Homeland Security—an office that lacks statutory authorities and responsibilities.

Similarly, the experience with the National Infrastructure Protection Center’s Key Asset Initiative reveals the difficulties present in coordinating private sector national security-related efforts.  The agencies involved first sought to identify the key infrastructure assets across the nation.  However, according to a May 2001 report by the GAO, the initiative did so generally without ever coordinating with the owners and operators of these assets: “As a result, the key assets recorded may not be the ones that infrastructure owners consider to be the most important.”
  Moreover, once identified in a vacuum, it is difficult to see how these critical infrastructure assets gain any additional protections from a program they do not even know they are a part of.

For the private sector to be able to better support domestic security, it needs a clearer understanding of:  who it must work with; what is its relationship to the government in this respect; and, what is expected of it.  Such certainty can only be provided by a statutorily created homeland security scheme and a national plan of action.

Coordination here is also critical because there is the serious risk that unless new security mandates are well considered and developed with the input of stakeholders, these mandates can prove unworkable.  In fact, this is already proving to be the case.  For example, the new counter-terrorism law requires criminal background checks for all new and renewal licenses for hazardous material drivers.
  This requirement was entered into force immediately.  However, the states have no procedures for carrying out such a program.  Until such programs are developed at the state level, states are simply not issuing such licenses.  This unintended consequence has the serious potential that this could impact shipments of propane, oil and gas (as well as other materials) over the near-term.  Hasty, uncoordinated efforts will not produce the results required here.

Providing Appropriate Support:

Much of this additional work can be done by the private sector out of patriotism and self-preservation.  

However, the government must help this process in seven important ways, namely:

1. Provide incentives for critical infrastructure companies to truly harden their operations against attack (e.g., tax credits, low cost financing).  These benefits could be targeted to and offered only where the action taken would not otherwise be required but for the need to counter security threats. 

2. Fund the development and deployment of new technologies that can be used to better protect our homeland.  

3. Provide training and technical assistance to help the industry manage these threats.

4. Streamline the regulatory impediments to a more secure domestic infrastructure.  There are substantial regulatory impediments that stand in the way of American companies being able to build systems that are capable of withstanding a terrorist attack.  It is imperative that we develop ways to reduce these impediments where there is a clear security need.

5. Address the looming liability.  The entire nation is now on notice that terrorists can and have attacked our infrastructure. The potential for a company to be subject to new liabilities from a terrorist attack is of serious concern and should be addressed.  Companies need a greater degree of certainty as to what standards they will be held to and what they must do to protect against threats that are, in many cases, beyond the means of the private sector to avert.

6. Address insurance issues.  Many energy companies are already experiencing difficulties with obtaining the necessary insurance coverage.  Steps need to be taken to ensure that the insurance industry can and will continue to provide the necessary coverage.

7. Provide security from the types of threats that only government is capable of protecting against at critical facilities.

These seven action items should be priorities for the new Office of Homeland Security, the Department of Energy and other involved agencies.
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